EFFICIENT VERIFICATION OF BIT-LEVEL PIPELINED MACHINES USING
REFINEMENT

A Thesis
Presented to
The Academic Faculty

by

Sudarshan Kumar Srinivasan

In Partial Fulfillment
of the Requirements for the Degree
Doctor of Philosophy in the
School of Electrical and Computer Engineering

Georgia Institute of Technology
December 2007



EFFICIENT VERIFICATION OF BIT-LEVEL PIPELINED MACHINES USING

REFINEMENT
Approved by:
Professor Panagiotis Manolios, Adviser Professor Ganesh Gopalakrishnan
College of Computing School of Computing
Georgia Institute of Technology University of Utah
Professor Abhijit Chatterjee Professor Sudhakar Yalamanchili
School of Electrical and Computer School of Electrical and Computer
Engineering Engineering
Georgia Institute of Technology Georgia Institute of Technology
Professor Sung-Kyu Lim Date Approved: August 2007
School of Electrical and Computer
Engineering

Georgia Institute of Technology



Dedicated to my late mother, Manjula Srinivasan

iii



ACKNOWLEDGEMENTS

First and foremost, I would like to thank my adviser, Panagiotis Manolios, for his exemplary guid-
ance, support, and encouragement, which have been crucial for my research, career, and the suc-
cessful completion of this thesis. He provided the impetus for my dissertation work. His vision,
depth and breadth of knowledge, and critical feedback have been instrumental for my growth as a
researcher. He also provided financial assistance for most of my Doctoral studies. I am extremely
fortunate to have had the opportunity to work with him.

The members of my dissertation committee Abhijit Chatterjee, Sung-Kyu Lim, Ganesh Gopalakr-
ishnan, and Sudhakar Yalamanchili spent valuable time and effort reading my dissertation and pro-
viding insightful comments and feedback. I am very grateful to them.

I would like to thank Vincent J. Mooney for giving me the opportunity to study at GeorgiaTech
and providing financial assistance for my first year at GeorgiaTech. I would like to thank Jason
Baumgartner and John O’Leary for being supportive of my research work and career goals. I would
like to thank Olin Shivers for his useful comments and feedback on some of my research work. I
also benefited from taking his class on Semantics of Programming Languages.

I would like to thank the members of the formal group at GeorgiaTech: Peter Dillinger, Roma
Kane, Daron Vroon, and Yimin Zhang for their collaboration and encouragement. Peter and Daron
also provided valuable feedback on some of the research presented in this dissertation and helped
me in better understanding the internals of the ACL2 theorem proving system. I would also like to
thank Krishnakumar Sundaresan for reading parts of this dissertation and providing useful feedback
and comments.

Finally, I would like to thank my family for their strong support and love through trying times.
My parents, brother, grandmother, and Ramya have all been wonderful and the greatest source of

joy in my life.

v



TABLE OF CONTENTS

DEDICATION . . . . . . . . il
ACKNOWLEDGEMENTS . . . . . . . . ... iv
LISTOFTABLES . . . . . . . . viii
LISTOFFIGURES . . . . . . . . . . ix
SUMMARY . . . . . Xii
I INTRODUCTION . . . . e e e e e e e e e 1

1.1 Pipelined Machine Verification. . . . . . . ... ... .. ... ......... 4

1.2 Structure of this Dissertation . . . . . . .. ... ... ... ..., 7

II MODELING AND VERIFYING A THREE STAGE PIPELINED MACHINE . ... 10

2.1 Pipelined Machine Example . . . . . . .. ... ... ... ... . ..., 10
2.1.1 Instruction Set Architecture . . . . . . .. ... ... ... ... ... 11

2.1.2 Three Stage Pipelined Machine . . . ... .. ... ... ........ 11

2.2 Refinement . . . . . . .. 12
2.3 Term-Level Modeling and Verification . . . . . . ... ... ... ........ 16
2.4 Bit-Level Modeling and Verification . . . . . . . ... ... ... ... .... 20
25 Conclusions. . . . . . . . oL 24
I AUTOMATING SAFETY AND LIVENESS . . ... ... ... ... . ...... 26
3.1 CoreTheorem . . . ... .. . . . . . 27
3.2 Verification of Pipelined Machines . . . . . . ... ... ... ... ... 28
3.2.1 Flushing RefinementMap . . . .. ... ... .............. 28

322 LAVENESS . . . . v e e e e e e e 31

3.2.3 Commitment RefinementMap . . . . . . ... ... ... ........ 33

324 Remarks . . . ... 37

33 Benchmarks . . . . . .. . . 37
34 Results . . .. . L 40
34.1 Commitmentvs. Flushing . . .. ... .................. 43

35 RelatedWork . . . . . ..o 44
3.6 Conclusions. . . . . . . . . . 45



v

VI

VII

VIII

OPTIMIZING COMMITMENT REFINEMENT MAPS . . . . ... ... ... ... 47
4.1 Pipelined Machine Models and Benchmarks . . . . ... ... ... ...... 48
4.2 Greatest Fixpoint Invariant . . . . . . . ... ... ... .. ........... 49
43 Resultsand Analysis . . . . . . . . ... 51
44 Related Work . . . . . . . L 56
45 Conclusion . . . . . .. e 57
COLLAPSED FLUSHING . . . . . . . . . e e 58
5.1 Collapsed Flushing . . . . . .. .. .. ... ... . . .. 59
5.2 Experimental Results . . . . . . . ... ... ... ... ... .. ... ..., 63
53 RelatedWork . . . . . .. L 65
54 Conclusion . . . . . .. . L 66
INTERMEDIATE REFINEMENTMAPS . . . . . . . ... ... .. ... ... . 67
6.1 RefinementMaps . . . . . . . . ... 68
6.2 Intermediate RefinementMaps . . . . . . . .. ... Lo, 70
6.3 Using GFP with Intermediate RefinementMaps . . . . . ... ... ... .... 75
6.4 Using Collapsed Flushing and GFP with Intermediate Refinement Maps . . . . . 76
6.5 Conclusion . . . . .. .. L 77
COMPOSITIONAL REASONING . . . . . ... o e 79
7.1 Refinement . . . . . . ... 81
7.2 Processor Modeling and Monolithic Verification . . . .. ... ... ... ... 82
7.3 Compositional Verification . . . . . . . . ... ... ... ... ... 82

7.3.1 DeepPipelines . . . . . ... ... ... 87

7.3.2  Instruction Caches, Data Caches, and Write Buffers . . . . ... .. .. 89

7.3.3 Counterexamples . . . . . . . . ... 90
74 Related Work . . . . . . . .. 90
7.5 Conclusions. . . . . . . . .. 91

INTEGRATING DEDUCTIVE REASONING WITH DECISION PROCEDURES . . 92

8.1 Integration Strategy . . . . . . . . . . . .. e e 94
8.2 Syntax and Semantics of QF_ AUfLia . . . ... ... ... ... ........ 96
8.3 ACL2 Syntax and Semantics . . . . . . . . . . . ... 97

Vi



8.4 SMT Clause Processor . . . . . . . . . . . it 102

8.4.1 Mapping from ACL2to QF_ AUfLia. . . .. ... ... ... ...... 102

8.5 Translation Mechanism . . . . . . . . ... ... L o 103

851 COrrectness . . . . . . v v vt e e e 107

8.5.2 Instruction Set Architecture Example . . . . . .. ... ... ... ... 107

8.6 RelatedWork . . . . . . . . .. 111

8.7 Conclusion . . . . . . .. . L 113

IX  BIT-LEVEL VERIFICATION . . . . . . .. .. e 114
9.1 ProcessorModel . . . ... ... .. 115

9.2 Proof Methodology . . . . . . . . . . . ... 116

9.2.1 Reasoning about Bit-Level Interface Designs . . . . . . ... ... ... 117

9.2.2 Augmenting Executable Models with History Information . . . . . . . . 119

9.2.3 Relating Executable Models and Term-Level Models . . . . . . . .. .. 120

9.24 AbstractModels . . . . . ... 123

9.3 Verification Statistics . . . . . . . .. ... 123

94 RelatedWork . . . . . . . L 124

9.5 Conclusions. . . . . . . . . . e 126

X CONCLUSIONS . . . e e e 127
10.1 Future Work . . . . . . . .. 128
REFERENCES . . . . . e 131
PUBLICATIONS . . . . o s e e e e e 139
VITA . e 142

vii



LIST OF TABLES

Verification Times . . . . . . . . . . . . e
CNF StatistiCs . . . . . . o v v e e e e e e e e e e e

Verification statistics for the flushing approach, the commitment approach using the
Least Fixpoint invariant, and the commitment approach using the Greatest Fixpoint
invariant for various pipelined machines. . . . . . . . ... .. ..o

Verification statistics for various pipelined machine models. . . . . . . . .. .. ..

Verification statistics for a 10-stage pipeline machine with branch prediction, an
instruction cache, a data cache, and a write buffer using various refinement maps.

Verification times and CNF statistics for the various pipeline machine models. . . .
Verification times and CNF statistics for the compositional verification problems.

Verification times and expert user effort required for the refinement proofs. . . . . .

viii

72
84
88



0 I N W

10

11

12

13
14
15
16

17

18

19

LIST OF FIGURES

Instruction set architecture machinemodel. . . . . . . . . ... ... .......
Three stage pipelined machine example GPM). . . . . .. ... ... ... ....

Part of a UCLID specification that describes a simple instruction set architecture
example, we call ISAS). . . . . . . .

Part of a UCLID specification that describes part of the three stage pipelined ma-
chine model example. The full UCLID description of the pipelined machine model
is not shown due to space limitations. . . . . . . .. ... ... .. ........

Part of an ACL2 model of the instruction set architecture example (ISAS). . . . . .
Part of an ACL2 model of a the three stage pipelined machine example (3PM).
Diagram shows the core theorem that can be expressed in CLU logic. . . . . . ..

The figure depicts the flushing refinement map for state w of the three stage pipelined
machine, 3PM. In state W shown in this figure, we assume that instruction i2 does
not depend on instruction il. . . . . . . ...

Figure shows the computation of the rank function for a concrete pipelined machine
state w. In this state, the instruction in the first pipelined latch (i2) depends on the
instruction in the second pipelined latch (i1). . . . . . . . . ... ... ... ....

Figure shows the computation of the rank function for a concrete pipelined machine
state V. Note that state V is obtained by stepping state W shown in Figure 9 . . . . .

The figure depicts how the commitment refinement map is computed for state W of
the three stage pipelined machine, 3PM. . . . . . ... ... ... ... ... ..

The figure shows the computation of the rank function corresponding to the com-
mitment refinement map for a pipelined machine statev. . . . . ... ... .. ..

The Least Fixpoint (LFP) Invariant . . . . . . . .. ... ... ... ........
High-level organization of 10 stage pipeline machine. . . . . . . . ... ... ...
Comparison of commitment and flushing based on verification times. . . . . . . . .

Variation in verification times with increase in the length of the pipeline for com-
mitment and flushing. . . . . . .. ... L Lo

The Greatest Fixpoint (GFP) invariant characterizes the set of states that can be
reached in n steps from some pipelined machine state. . . . . . . ... .. ... ..

The invariant and refinement proof times for the LFP commitment approach and the
refinement proof times for the GFP commitment approach for pipelined machine
models with increasing complexity. . . . . . . . ... L oL L.

A comparison of the verification times required for our benchmark problems be-
tween commitment using the LFP invariant and flushing. . . . . ... ... .. ..

ix

17

34



20

21

22

23

24

25

26
27

28
29

30

31

32

33

34
35
36
37
38
39
40
41
42

A comparison of verification times required for our benchmark problems between
commitment using the GFP invariant and flushing. . . . . . . .. .. ... ... .. 55

A comparison of verification times required for our benchmark problems between
commitment using the GFP invariant and commitment using the LFP invariant. . . 55

A comparison of the size of the UCLID specifications required for our benchmark
problems between commitment using the GFP invariant and commitment using the
LFPinvariant. . . . . . . . . ... . e 56

Implementation of standard and collapsed flushing refinement maps. . . . . . . . . 59

Figure shows the computation of the new flushing rank function for a state of 3PM,
w. In this state, the instruction in the first pipelined latch (i2) depends on the in-

struction in the second pipelined latch (il). . . . . . . . . .. ... ... ... ... 62
Figure shows the computation of the new flushing rank function for a state of 3PM,

v. Note that state V is obtained by stepping state W shown in Figure 24 . . . . . . . 63
A comparison of standard and collapsed flushing based on verification times. . . . 64

A comparison of standard and collapsed flushing based on the number of CNF vari-
ables generated. . . . . . . ... 64

A comparison of verification times for collapsed flushing and GFP-based commitment. 65

Verification times obtained by first increasing the length of the pipeline and then
adding an instruction cache, a data cache, and a write buffer. . . . . . ... .. .. 70

The figure depicts the computation of an IR for state W of the three stage pipelined
machine, 3PM. . . . . . . e 71

The figure depicts the computation of rank corresponding IR for state w of the three
stage pipelined machine, 3PM. . . . . . . . ... L oo 73

Verification times for a 10-stage processor model with an instruction cache, a data
cache, and a write buffer using various refinement maps. . . . . .. ... ... .. 73

A comparison of verification times for CIRS and SIRS, defined using collapsed and

standard flushing, respectively. . . . . . . . . .. ... ... ... ... 77
Invariant mismatch. . . . . . . ... 0oL o 83
Local compositionrule. . . . . . . ... ... Lo 83
Incompleteness of local compositionrule. . . . . . ... ... . 0L 83
Global compositionrule. . . . . . . . .. ... ... 84
Refinement maps for the compositional verification of M10IDW. . . . . . . . . . .. 85
Comparison of direct and compositional approaches. . . . . .. ... ... .... 89
QF_AUfLiasyntax . . . . . . . . . . . ittt e 96
QF AUfLiasemantics . . . . . . . . . v v i v i i e e e e e 98
ALU syntax . . . . . . . . e e 99



43
44
45
46
47

48
49
50
51

52
53

ALU semantics . . . . . . . . . e 100

An uninterpreted function represented in ACL2 . . . . . ... ... ........ 101
Mapping from ACL2 to QF_AUfLia . . . . ... ... ... ... ... ...... 102
Term-level ACL2 model of aISAS. . . . . ... .. .. ... ... . 108

Command to the ACL2 theorem prover to check a simple property about the ISA
machine model. The property states that the program counter is incremented after
every step of the ISA machine. We call this property isa-pc. . . . . . ... ... .. 109

Expression corresponding to isa-pc obtained after step 6 the translation mechanism. 109
An initial snapshot of the environment. . . . . . . .. ... ... ... ....... 110
Expression corresponding to isa-pc obtained after step 7 of the translation mechanism.111

Expression corresponding to isa-pc obtained after step 8 of the translation mecha-

nism. This expression is given as input to the SMT solver. . . . . ... ... ... 112
High-level organization of bit-level interface processormodel . . . . . . . .. . .. 115
Proof outline that uses ACL2 and UCLID to show that MB refinesIE. . . . . . .. 116

X1



SUMMARY

In this work, we want to defend the following thesis:

Using refinement and a combination of deductive reasoning and decision procedures
enables the verification of bit-level pipelined machines in a highly automated, efficient,

and scalable manner.

Functional verification is a critical problem facing the semiconductor industry as hardware de-
signs are extremely complex and highly optimized, and as the cost of bugs in deployed systems
can be colossal. Pipelining is a key optimization that appears extensively in hardware systems
such as microprocessors, multicore systems, and cache coherence protocols. Verifying pipelined
machines—models that describe the pipelined behavior of hardware designs—entails showing that
these machines behave like their instruction set architectures (ISAs). Existing approaches for ver-
ifying bit-level pipelined machines are based on deductive reasoning and require extraordinary ex-
pert user effort, as the problem involves reasoning about the difference in time-scale between the
pipeline and its ISA and the intricate control circuitry involved in optimized pipeline designs. More
automatic approaches are based on the use of decision procedures, but are applicable only to very
abstract, high-level models, known as term-level models.

We present a novel, highly automated, efficient, and scalable refinement-based approach for
the verification of bit-level pipelined machines. The notion of refinement that we use is compo-
sitional and guarantees that pipelined machines satisfy the same safety and liveness properties as
their instruction set architectures (ISAs). The high-level idea of the verification approach is to
use a deductive reasoning engine, such as the ACL2 theorem proving system, to reduce the bit-
level pipelined machine verification problem to a term-level problem. This drastically reduces the
amount of expert user effort required when compared to approaches based on the use of deductive

reasoning. The verification of term-level models is automated by providing techniques to express

Xii



correctness statements in a decidable fragment of first-order logic, which can be handled with ex-
isting decision procedures. The verification time required for term-level problems is reduced by
optimizing parameters of the refinement framework such as refinement maps, which are functions
that map pipelined machine states to instruction set architecture states. We have also developed
a complete compositional reasoning framework that can be used to decompose correctness proofs
into smaller manageable pieces leading to drastic reductions in verification times and a high-degree
of scalability. The verification is discharged using the ACL2-SMT system, which we developed by
combining the ACL2 theorem prover with a decision procedure.

The methods developed for term-level verification are evaluated using a large number of com-
plex, highly pipelined machine models. The term-level models incorporate various features such as
branch prediction, an instruction queue, an instruction cache, a data cache, and a write buffer. The
effectiveness of our verification approach for bit-level pipelined machines is demonstrated using an
Intel XScale inspired processor model that implements 593 instructions and has features such as

branch prediction, precise exceptions, and predicated instruction execution.
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CHAPTER|

INTRODUCTION

Hardware systems are ubiquitous and find applications ranging from personal computers and busi-
ness solutions to safety-critical systems such as aircraft and automotive control systems, medical
monitoring systems, systems for controlling nuclear reactors, etc. Ensuring the correct functioning
of these systems is therefore of paramount importance as failure of deployed systems can lead to
loss of life and exceedingly high economic costs. A well known example is the bug that was found
in the floating point division (FDIV) unit of the Intel Pentium processor that cost Intel 475 million
dollars. Estimates show that a similar bug in the current generation of Intel processors will cost Intel
about 12 billion dollars [12].

Validation and verification techniques targeted at ensuring the functional correctness of hard-
ware designs are key to finding bugs and developing reliable systems. But, functional validation
and verification are critical problems facing the semiconductor industry as hardware designs are ex-
tremely complex and highly optimized. For example, the IBM Power5 chip is described using more
than 1.5 million lines of VHDL code and has about 276 million transistors [84]. The challenge of
verifying hardware systems has in fact been addressed by the International Technology Roadmap

for Semiconductors (ITRS) 2004 report [36].

Verification has become the dominant cost in the design process. ... Without major
breakthroughs, verification will be a non-scalable, show-stopping barrier to further

progress in the semiconductor industry.

One of the key optimizations used in hardware systems is pipelining, the idea being that the
functionality of a system is partitioned into several stages, which can work in parallel resulting in
an increase in the throughput of the pipelined implementation of the system. Although pipelining
has been around for decades and is used extensively in hardware systems such as microprocessors,
cache coherence protocols, and multicore systems, there are currently no efficient and scalable

techniques that can check that these pipelines work correctly. Existing techniques for verifying



pipelined machines—machine models that describe the pipelined behavior of hardware systems—
either consume excessive amount of time, effort, and resources or are not applicable at the Register
Transfer Level (RTL), the level of abstraction at which commercial systems are functionally verified.

This thesis presents a novel, highly automated, efficient, and scalable approach based on formal
methods for checking that RTL pipelined machine models work correctly. Our focus in this thesis
is on verifying microprocessor pipelines, but the methods and techniques developed can be directly
applied or easily extended to be applicable to other pipelined hardware systems.

Pipelined machine verification entails providing a mathematical proof that guarantees that a
pipelined machine behaves like its instruction set architecture (ISA), which is a non-pipelined spec-
ification that describes the functionality of the design. While the idea of relating pipelined machines
to their ISAs to prove correctness is not new, the novelty in our verification approach lies in the
methods and techniques used to achieve this.

The approach uses a theory of refinement based on Well Founded Equivalence Bisimulations
(WEBs) to show that bit-level pipelined machines correctly implement their ISAs. WEB refinement
is a compositional notion and guarantees that the pipelined machine and its ISA have the same safety
and liveness properties. Informally, proving safety properties provides assurance that nothing bad
ever happens, while proving liveness properties provides assurance that something good happens
eventually.

The proof obligations generated by our verification approach are checked using a combination
of deductive reasoning and decision procedures. Deductive reasoning or theorem provers can be
thought of as an integrated system of ad hoc proof techniques. Theorem provers typically have un-
derlying logics that are very powerful and expressive, but are also undecidable. Therefore, theorem
provers can be used to reason about pipelined machines at various levels of abstraction including at
the RTL but require an extraordinary amount of expert user effort. In contrast, decision procedures
are highly automated verification engines, but are limited in that they can be used to reason only
about high-level abstractions of RTL/bit-level models, called term-level models.

The high-level idea of the verification approach is that since theorem provers are powerful
enough to reason about pipelined machines at various levels of abstraction including at the term-

level and the bit-level, a theorem prover is used to reduce the bit-level pipelined machine verification



problem to a term-level problem. The reduction is achieved by verifying the abstractions used to
construct the term-level model from the bit-level model. A decision procedure is then used to rea-
son about the pipeline at the term-level. We have also developed several refinement-based methods
and techniques that allow us to verify term-level pipelined machine models in a highly automated,
efficient, and scalable manner. Since the verification approach reduces the bit-level problem to a
term-level problem, all of these techniques can be leveraged to solve the term-level problem effi-
ciently. We believe that these methods will have a strong impact as they can be easily tailored to be
effective in the design cycle of a commercial system.

The predominant method used in the industry for validating pipelined hardware systems such
as microprocessor designs is based on simulation, which is very effective in finding a large number
of shallow bugs. The primary drawback with simulation is that even though it consumes a large
amount of time and resources, it is still far from being exhaustive. For example, at Intel, large teams
of engineers using workstation clusters containing thousands of machines run simulations over the
course of several years. Even so, they are only able to simulate about one minute of actual running
time of the microprocessor [11, 12].

To overcome the limitations of simulation, the industry is starting to use semi-formal and formal
methods [50, 7, 12] in conjunction with simulation-based techniques. Verification approaches based
on formal methods essentially provide a mathematical proof of correctness for the system and are
therefore very exhaustive. Intel’s first use of formal verification on a large-scale was during the
Pentium 4 design cycle and consisted of about 60 person years [12]. Formal methods were used
to verify that the design satisfied various properties describing the expected behavior of the micro-
processor and, to date, no bugs have been discovered in the parts of the design that were formally
verified [12].

The two primary formal verification techniques that have been successfully used in the industry
are combinational equivalence checking [37] and property-based verification [97, 79, 88, 15]. Com-
binational equivalence checking is typically used to compare and check equivalence of two designs
described at the RTL/bit-level or at the gate-level, but, cannot be used to verify the functionality
of a design. Combinational equivalence checking methods also require a one-to-one mapping of

the latches in the two designs that are compared and therefore cannot be used to verify sequential



optimizations to the design such as pipelining.

Property-based verification is the predominant formal technique used in the industry to verify the
functional correctness of hardware designs. The behavior of the design is specified using a number
of properties and the design is checked to see if it satisfies these properties. There are primarily two
limitations of property-based verification for verifying pipelined machines. First, a large number of
design-dependent properties are required to describe the behavior of pipelined machines. Second,
the properties themselves are complex and it is difficult to avoid erroneous properties and to ensure
completeness of the verification of the design.

Due to the limitations of industry standard techniques for checking the correctness of pipelined
machines, the area of pipelined machine verification has recently received a lot of interest from the

research community.
1.1 Pipelined Machine Verification

In this section, we review previous work on pipelined machine verification to provide context for
the contributions of this thesis. Surveys of previous work on specific topics can be found in the
chapters that describe each of these contributions.

To avoid the limitations of industry standard methods for checking that pipelined machines
work correctly, Burch and Dill introduced a notion of correctness based on commuting diagrams
that much of the previous work in the area is based on [22]. The idea is to show that the pipelined
machine behaves like its instruction set architecture (ISA), which is a non-pipelined specification
that describes the functionality of the design. The Burch and Dill notion of correctness is based on
the use of flushing-based abstraction functions used to relate pipelined machine states to ISA states.
An abstraction function otherwise known as a refinement map can be thought of as a function that
gives the ISA state corresponding to a given pipelined machine state. The idea with flushing is that
a pipelined machine state is related to an ISA state by completing partially completed instructions
without fetching any new instructions. Unfortunately, this notion is not as complete as we would
like, e.g., does not fully address liveness, and even when augmented with various liveness properties,
it can still be satisfied by machines that deadlock [51]. Proving liveness guarantees that the pipelined

machine will not deadlock, i.e., it will always make forward progress. In comparison, our methods



for checking the correctness of pipelined machines are based on WEB-refinement and account for
both safety and liveness.

There are various approaches that are based on variations of the Burch and Dill notion of cor-
rectness to verify pipelined machines. These approaches can be primarily classified into approaches
based on the use of theorem provers [43] and approaches that use decision procedures.

Approaches based on decision procedures are highly automatic, but can be used to verify only
pipelined machine models described at the term-level, models that abstract away the data path and
combinational circuit blocks such as the ALU. They are not applicable to bit-level designs and there-
fore have not had much impact in the industry. In contrast, our approach can be used to verify both
term-level and bit-level designs. Below, we briefly describe various approaches that use decision
procedures.

Burch and Dill [22] gave a decision procedure for the logic of Equality with Uninterpreted
Functions. There is also recent work on decision procedures for the CLU logic [20], which is based
on previous work on exploiting positive equality [19]. The decision procedure is implemented in
UCLID, which has been used to verify out-of-order microprocessors [49].

Jones et al. [39] verify an out-of-order execution unit using incremental flushing using the SVC
decision procedure. Their approach relates the implementation to an intermediate machine, where
the scheduling logic is abstracted, which is then related to the ISA. In comparison, we can deal with
any refinement map, we have a general theory for relating any number of intermediate machines, and
we guarantee that all safety and liveness properties are preserved. Mishra and Dutt [72] use SVC
to check the correct flow of instructions in a pipelined DLX model. An XScale processor model is
also verified using a variation of the Burch and Dill approach [95]. There are approaches based on
model-checking, eg., McMillan [69] uses compositional model-checking and symmetry reductions.
Symbolic Trajectory Evaluation (STE) is used by Patankar et al. to verify a processor that is a
hybrid between ARM7 and StrongARM [77]. Recent advances in decision procedures [26, 100]
also drastically reduce the verification times of term-level pipelined machines.

Another popular approach for pipelined machine verification is based on the use of theorem
provers. While such approaches are applicable to bit-level designs, they usually require a pro-

hibitive amount of effort on the part of the expert user. An early, pioneering body of work on



the use of theorem proving for the verification of microprocessors is the CLI stack verification ef-
fort [33, 34, 13]. Another notable use of theorem proving in the context of hardware verification
used ACL2 to reason about Motorola’s CAP digital signal processor [16]. Examples of the use
of theorem provers for pipelined machine verification include the work by Sawada and Hunt, who
use an intermediate abstraction called Microarchitecture Execution Trace Table (MAETT) to verify
some safety and liveness properties of complex pipelined machines [89, 90] using the ACL2 theo-
rem prover. The MAETT stores information about each of the partially executed instructions in the
pipeline. Instead of directly analyzing the entire microarchitecture, MAETT is used to show that
each of the partially executed instructions execute correctly, which is then used to prove the Burch
and Dill based commuting diagram.

Another example of a theorem proving approach is the work by Hosabettu et al., who use the
notion of completion functions [31] to compute the abstraction function or the refinement map. A
completion function specifies the effect of completing a partially executed instruction in the pipeline
on the programmer visible components, which are the program counter, the register file, and the data
memory. One completion function for each of the partially executed instructions in the pipeline is
used to compute the abstraction function. The correctness proofs are carried out using the PVS
theorem prover. Arons and Pnueli [9] have also used the PVS theorem prover to verify a machine
with speculative instruction execution. They use an inductive proof to show that machines which
differ only in the size of the retirement buffer are related; however, due to the complexity of the
refinement maps involved, they conclude that a direct approach is far simpler than the inductive
one. Kroning [48] verified data consistency of pipelined machine models using the PVS theorem
prover. The models are synthesizable and are described very close to the gate-level. There is also
work by Cohn [25], who used the HOL theorem prover to check the equivalence of two high-level
specifications of the VIPER microprocessor.

The notion of correctness for pipelined machines that we use was first proposed by Mano-
lios [51], and is based on WEB-refinement [52]. The first proofs of correctness for pipelined ma-
chines based on WEB-refinement were carried out using the ACL2 theorem proving system [43].
The advantage of using a theory of refinement over using the Burch and Dill notion of correctness

—even when augmented with a “liveness” criterion— is that the Burch and Dill approach cannot



detect deadlock [51], whereas it follows directly from the WEB-refinement approach that deadlock

(or any other liveness problem) will be detected.

1.2 Structure of this Dissertation

In this section, we describe the organization of the rest of this dissertation. In Chapter 2, we describe
a simple three stage pipelined machine, and show how to model and verify it using approaches based
on deductive reasoning and decision procedures. In the process, we also give an overview of the
notion of correctness that we use for pipelined machines, which is based on refinement. The next

seven chapters describe the contributions of this thesis.

e Chapter 3 introduces two methods for automating refinement proofs for term-level pipelined
machines [57, 63]. A consequence of proving refinement is that it guarantees that pipelined
machines satisfy the same safety and liveness properties as their instruction set architecture
(ISA) machines. Checking liveness automatically was thought to be expensive, but using
our approach, liveness can be proved for various complex pipelined machine models with an

overhead cost of only about 25%.

e An important parameter of the refinement framework is the refinement map, which is a func-
tion that maps pipelined machine states to ISA states. A well known approach for defining this
refinement map is based on commitment, the idea being that partially executed instructions
in the pipeline latches of a pipelined machine state are invalidated and any effect that these
instructions had on the programmer visible components is undone. In Chapter 4, we describe
a method for verifying term-level pipelined machines using an optimization of the commit-
ment refinement map [59]. This method provides a 30-fold improvement in verification times

over previous approaches.

e Another approach for defining refinement maps is based on flushing, which can be thought of
as the dual of commitment as partially executed instructions are forced to complete without
fetching any new instructions, as opposed to being invalidated. In Chapter 5, we introduce an

optimization of the flushing refinement map, called collapsed flushing [41]. We also introduce



a new, simpler, and easier-to-verify rank function, which is used for handling liveness. Empir-
ical evaluations show that we obtain over an order-of-magnitude improvement in verification

times when using collapsed flushing instead of standard flushing.

The flushing and the commitment refinement maps can be fruitfully combined by applying
the commitment refinement map to the latches in the front of the pipeline and the flushing re-
finement map to the latches in the end of the pipeline giving rise to a new class of refinement
maps that we call intermediate refinement maps [60]. These refinement maps are described in
Chapter 6. The result is that we are left with two verification problems, but on machines that
are half as complex as the initial pipelined machine; since verification times are exponential
in the size of the machines, this leads to drastic improvements in verification times. By com-
bining an optimized commitment refinement map with collapsed flushing using intermediate
refinement maps, we can monolithically verify very deep pipelines with 16 stages, which was

not possible using previous approaches.

Monolithic verification efforts based on optimized refinement maps provide drastic improve-
ments in verification times, but, the verification times of monolithic methods increase expo-
nentially with increase in the complexity of the design. We demonstrate the use of composi-
tional reasoning based on WEB-refinement to verify complex term-level pipelined machines
that provide a scalable approach for verifying pipelined machines and also gives exponential
savings in verification times [58]; this work is described in Chapter 7. We found that a more
important benefit of the compositional approach over current methods is that the counterex-
amples generated are much simpler and easier to analyze, as bugs are isolated to a particular

step in the composition proof.

Our verification approach for checking the correctness of bit-level pipelined machines lever-
ages on all of the previous methods for reasoning about term-level models and also uses
a combination of deductive reasoning and decision procedures. In Chapter 8, we describe
a novel framework for integrating term-level decision procedures with the ACL2 theorem
proving system. This combined system can then be used to discharge the proof obligations

generated by our verification approach.



e The proof strategy, which is at the crux of our verification approach is described in Chap-
ter 9. The strategy itself is based on refinement and heavily exploits the compositionality
of refinement. We developed an initial approach for reasoning about bit-level pipelined ma-
chines [61, 62]. The strategy presented here is a simplified version of this initial approach and
is more efficient. In this chapter, we also describe an application of our verification approach
to check the correctness of an Intel XScale inspired complex processor model, most of which

is defined at the bit-level.

Conclusions and a summary of the main contributions of this thesis appears in Chapter 10. We

also describe future work in this chapter.



CHAPTERII

MODELING AND VERIFYING A THREE STAGE PIPELINED MACHINE

In this chapter, we describe a simple three stage pipelined machine and show how to model and
verify it at the RTL and at a high-level of abstraction. This excercise allows us to give an overview
of previous approaches for verifying pipelined machines and also allows us compare these methods.
In the process, we also describe the notion of correctness that we use for pipelined machines, which
is based on a theory of refinement.

The chapter is organized as follows. Section 2.1 describes in detail the three stage pipelined
machine example, which we call 3PM, and the instruction set architecture that 3PM implements.
Section 2.2 describes the notion of correctness that we use for pipelined machines, which is based
on refinement. Section 2.3 describes how to model and verify 3PM at a high-level of abstraction
and Section 2.4 describes the modeling and verification of 3PM at the bit-level. Conclusions are

given in Section 2.5.
2.1 Pipelined Machine Example

A pipelined machine model can be thought of as a model that describes the pipelined behavior of a
hardware design such as a microprocessor, as opposed to the instruction set architecture (ISA) that
describes the functionality of the design. An ISA machine is as a single cycle implementation of an
ISA. Most microprocessors that are currently being used in commercial applications implement their
ISA in a pipelined manner. In a pipelined implementation, the functionality of the microprocessor
(as described by its ISA) is split into several stages. The output of one stage is the input of the next
stage. Each of these stages, known as pipelined stages can process a different instruction. Therefore
the pipelined implementation can process multiple instructions simultaneously giving rise to large
speedups over the ISA machine. In this section, we describe a simple three stage pipelined machine,
which we use as a running example in subsequent chapters to illustrate various concepts that we have

developed. The ISA that the pipelined machine implements is described first.
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2.1.1 Instruction Set Architecture

Figure 1: Instruction set architecture machine model.

The high-level organization of the ISA machine model is shown in Figure 1. We call this ma-
chine ISAS. The state components of ISAS include a program counter (PC), an instruction memory
(IM), and a register file (RF). ISAS implements only one instruction, which is an add instruction.

The instruction format is as follows. An instruction has 2 source addresses and a destination
address. An instruction is fetched from the instruction memory using the program counter as the
reference. The fetched instruction is then decoded using three functions srcl, srcl, and dest, which
take the instruction as input and are used to compute the first source address, the second source
address, and the destination address, respectively. The two source addresses are then used as ref-
erences to obtain the two source operands corresponding to the instruction from the register file.
The sum of the two operands is computed using the alu function. The output of the alu, which is
the result of the instruction is then written to the location in the register file corresponding to the
destination address. During every cycle, the program counter is incremented using the inc function.
Therefore, after ISAS has processed an instruction, its program counter points to the next instruction

in the memory to be processed.

2.1.2 Three Stage Pipelined Machine

Figure 2: Three stage pipelined machine example (3PM).

We now describe an example of a simple three stage pipelined machine, which implements

ISAS, the instruction set architecture example described in Section 2.1.1. We call this machine
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3PM. The high-level organization of 3PM is shown in Figure 2. Unlike an ISA machine that ex-
ecutes only one instruction per cycle, the pipelined machine has three stages each of which are
capable of processing an instruction every cycle. Therefore, 3PM can process upto a maximum of
three instructions simultaneously, in each of its pipelined stages. The model has 3 stages which are
separated by the pipeline latches shown as dark boxes in Figure 2. The stages are the fetch and de-
code stage (before the first pipeline latch), the execute stage (between the two pipeline latches), and
the write back stage (after the second pipeline latch). The model implements only one instruction,
which is an add instruction.

In the fetch and decode stage, the instruction is fetched from the instruction memory using the
address as the program counter. Note that the instruction format of the instructions in the three stage
pipelined machine (3PM) is the same as the instruction format for instructions in ISAS. Therefore,
we can use the same functions as we did for the ISA to decode the instruction. The two sources
addresses are then used to read the two source operands from the register file. These source operands
are then stored in the first pipelined latch, along with the destination address corresponding to the
instruction.

In the execute stage, the two source operands are read from the first pipelined latch, and their
sum is computed using the same alu function that was used in ISAS. The result along with the
destination address from the first pipeline latch is stored in the second pipeline latch. In the write
back stage, the result and the destination address of the instruction are read form the second pipeline
latch and this result is written into the register file using the destination address.

It is possible for an instruction in the first pipeline latch (say il) to depend on an instruction
in the second latch (say i2), i.e., the result produced by i2 is required by il. In this situation, the
program counter and the instruction in the first pipeline latch (il) are stalled for one cycle to allow

the instruction in the second pipeline latch (i2) to complete and update the register file.
2.2 Refinement

In this section, we describe the notion of correctness that we use for pipelined machines, which is
based on a general theory of refinement developed by Manolios [52, 53]. Using a general notion of

correctness is advantageous as we can clearly identify the parameters of our correctness framework
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and then analyze as to how these parameters can be optimized using domain knowledge about
pipelined machines. In fact, in the subsequent chapters where we report the contributions of this
thesis, we describe several methods to optimize parameters of the refinement framework that lead
to a high degree of efficiency.

Pipelined machine verification is an instance of the refinement problem: given an abstract spec-
ification, S, and a concrete specification, I, show that | refines (implements) S. In the context of
pipelined machine verification, the idea is to show that MA, a machine modeled at the microarchitec-
ture level, a low level description that includes the pipeline, refines ISA, a machine modeled at the
instruction set architecture level. A refinement proof is relative to a refinement map, r, a function
from MA states to ISA states. The refinement map, r, shows us how to view an MA state as an ISA
state, e.g., the refinement map has to hide the MA components (such as the pipeline) that do not
appear in the ISA.

There are several ways in which refinement maps can be defined for pipelined machines. One
well known approach is based on commitment, the idea being that partially executed instructions
in the pipeline latches are invalidated, and their effect on the programmer state components—state
elements of an ISA state such as the program counter, register file, and memories that are also part
of a pipelined machine state—is undone. Another approach for defining refinement maps is based
on flushing, which can be thought of as the dual of commitment, as partially executed instructions
are forced to complete, without fetching any new instructions. The refinement maps used play a
critical role in the efficiency of the verification methods used, and we study these maps closely and
develop several optimization techniques for these maps. We now give the formal definitions for
refinement.

The ISA and MA machines are arbitrary transition systems (TS). A TS, M, is a triple (S, --»,L),
consisting of a set of states, S, a left-total transition relation, --»C S?, and a labeling function L
whose domain is S and where L.S (we sometimes use an infix dot to denote function application)
corresponds to what is “visible” at state S.

Our notion of refinement is based on stuttering bisimulation [18]. When we say that MA refines
ISA, we mean that in the disjoint union (W) of the two systems, there is a stuttering bisimulation

refinement (STB) that relates every pair of states W, S such that w is an MA state and r(w) = s.
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Definition 1. (STB Refinement) [52] Let M = (S,--»,L), M’ = (S',--+/,L"),and r: S — S'. We
say that M is a STB refinement of A" with respect to refinement map r, written 2 ~, M, if there
exists a relation, B, such that (Vs € S :: sBr.s) and B is an STB on the TS (SWS',--» W --»/, L),

where £.s=L'.sfor san S’ state and £L.s = L'(r.s) otherwise.

Our notion of refinement is based on the following definition of stuttering bisimulation [18],
where by fp(0,s) we mean that O is a fullpath (infinite path) starting at S, and by match(B, 0, d) we

mean that the fullpaths 0 and  are equivalent sequences up to finite stuttering (repetition of states).

Definition 2. B C S x S is a stuttering bisimulation (STB) on TS M = (S,--»,L) iff B is an equiva-

lence relation and for all s,w such that sBw:

(Stbl) Ls=Lw

(Stb2) (Vo :fp(o,s) : (38: fp(d,w) : match(B, 0,9)))

We note that stuttering bisimulation differs from weak bisimulation [71] in that weak bisimu-
lation allows infinite stuttering. Stuttering is a common phenomenon when comparing systems at
different levels of abstraction, e.g., if the pipeline is empty, MA will require several steps to complete
an instruction, whereas ISA completes an instruction during every step. Distinguishing between
infinite and finite stuttering is important, because (among other things) we want to distinguish dead-
lock from stutter.

A major shortcoming of the above formulation of refinement is that it requires reasoning about
infinite paths, something that is difficult to automate [75]. Manolios [52] developed Well Founded
Equivalence Bisimulation (WEB) refinement, which is an equivalent formulation that requires only
local reasoning, involving only MA states, the ISA states they map to under the refinement map,
and their successor states. We now give the relevant definitions that are given in terms of general

transition systems (TS).

Definition 3. (WEB Refinement) Let M = (S,--»,L), M' = (S',--+'L"),and r : S — §'. We say
that M is a WEB refinement of M with respect to refinement map r, written M =~, M’, if there
exists a relation, B, such that (Vs € S :: sBr(s)) and B is a WEB on the TS (SWS’, --» W --»/, L),

where L(s) =L'(s) for s an S’ state and L(s) = L'(r(s)) otherwise.
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In the above definition, it helps to think of M as corresponding to ISA and M as corresponding
to MA. Note that in the disjoint union (&) of M and M, the label of every M state, S, matches the
label of the corresponding M state, r(s). WEBs are defined next; the main property enjoyed by a

WERB, say B, is that all states related by B have the same (up to stuttering) visible behaviors.

Definition 4. BC SxSisaWEBon TS M = (S,--»,L) iff:
(1) B is an equivalence relation on S; and
(2) (Vs,weS::sBw = L(s)=L(w)); and
(3) There exist functions erankl : S x S — N erankt: S — W,
such that (W, <) is well-founded, and
(Vs,uweS:sBw A s--»u =
(@ (viw-->v A UuBv) Vv
(b) (uBW A erankt(u) <erankt(s)) Vv
(c) (Gvw--»v A sBv A erankl(v,u) < erankl(w,u)))

The third WEB condition says that given states S and W in the same class, such that S can step
to U, U is either matched by a step from w, or U and w are in the same class and a rank function
decreases (to guarantee that W is eventually forced to take a step), or some successor V of W is in
the same class as S and a rank function decreases (to guarantee that U is eventually matched). In the
following chapters, we provide several methods to define these rank functions that does not require
deep understanding of the machine models. To prove that a relation is a WEB, reasoning about
single steps of --» suffices. It turns out that if MA is a refinement of ISA, then the two machines
satisfy the same formulas expressible in the temporal logic CTL* \ X, over the state components
visible at the instruction set architecture level.

There are several ways in which we can model and verify these pipelined machines using the
refinement-based notion of correctness that we use. We can model and verify these machines at
a high-level of abstraction or at the bit-level, and there are advantages and disadvantages to both
approaches. These approaches can be classified into two categories, which are approaches based
on the use of deductive reasoning, and approaches that use decision procedures. We describe these

approaches in the subsequent sections.
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2.3 Term-Level Modeling and Verification

One approach for checking the correctness of pipelined machines is to model these machines at a
high-level of abstraction, resulting in what we call term-level models, and verify them using decision
procedures. Term-level models are obtained by manually abstracting RTL/bit-level models, and
they use numerous abstractions. The bit-vector data path is abstracted using integers (also known
as terms in this context), and therefore the name term-level models. Combinational circuit blocks
such as the ALU are abstracted using black box functions, which are functions that have no body.
These models use numerous other abstractions for instruction and data memory, register file, branch
prediction, decoding logic, etc. In this section, we describe how to model and verify the three stage
pipelined machine (3PM) using the UCLID system.

UCLID is a tool for verifying properties of term-level models and has been used to check prop-
erties about our-of-order microprocessor models [49]. The UCLID specification language can be
used to model pipelined machines at the term-level and specify properties about these models.

We now describe how we model ISAS at the term-level using UCLID. The UCLID specification
corresponding to the ISA machine is shown in Figure 3.

The program counter is modeled as an integer variable (sPC in Figure 3). The instruction mem-
ory is modeled as a function that maps addresses to data values. For this example, we assume that
the instruction memory (IM in Figure 3) is only read from and never updated or written to. There-
fore, we can model IM as an uninterpreted function. The register file is modeled as a state variable
that can hold function values (sRF in Figure 3). Therefore, we can both read from the register file
and update the register file. Note that the init and next operators are used to specify an initial value
and the transition relation, respectively, for a state element.

Typically using UCLID, combinational circuit blocks such as the ALU are modeled using Unin-
terpreted Functions (UFs). For the ISA machine, we model the function that increments the program
counter, the three decoder functions (i.e., decoding of srcl, src2, and dest), and the ALU using the
uninterpreted functions inc, srcl, src2, dest, and alu, respectively.

We now describe how the three stage pipelined machine is modeled using the UCLID specifica-

tion language. The UCLID specification of the three stage pipelined machine is shown in Figure 4.
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DEFINE

(* Instruction read from the instruction memory *)

inst := IM(sPC);

(* Two source arguments read from the register file *)

argl :
arg2 :

sRF(srci(inst));
sRF(src2(inst));

(* Result computed using the alu *)
result := alu(argl, arg2);
ASSIGN

(* Program Counter *)

init[sPC] := pcO;
next[sPC] := inc(sPC);
(* Register File %)
init[sRF] := rf0;
next[sRF] := Lambda ( a )
case
(a = dest(inst)) : result;
default : sRF(a);
esac;

Figure 3: Part of a UCLID specification that describes a simple instruction set architecture example,
we call (ISAS).

Just as with the ISA, the program counter is modeled as the integer variable pPC, the instruction
memory is modeled as an Uninterpreted Function IM, and the register file is modeled as the func-
tion variable pRF. The first source operand stored in the first pipeline latch is modeled using the
integer variable deargl. The second source operand and the destination address stored in the first
pipeline latch are modeled as integer variables. The result in the second pipelined latch is modeled
as the integer variable ewresult. The destination address stored in the second pipeline latch is also
modeled using an integer variable. A valid bit is associated with each of the pipeline latches, which
are modeled as a boolean variables. Just as with the ISA, the ALU, the three decoder functions, and

the function that increments the program counter are modeled using Uninterpreted Functions alu,
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DEFINE

(* Instruction read from the instruction memory *)
inst := IM(pPC);

(*x Two source arguments read from the register file *)

argl := pRF(srcl(inst));
arg2 := pRF(src2(inst));

(* stalling logic *)
stall := (devalid & ewvalid &
((desrcl = ewdest) | (desrc2 = ewdest)));

(* Result computed using the alu *)
result := alu(deargl, dearg2);
ASSIGN

(*x Program Counter *)

init [pPC]
next [pPC]

pcO;
inc(pPC) ;

(* Pipeline latch 1 *)

init[deargl] := dearglO;
next [deargi]
case
stall : deargl;
default : argl;
esac;

(* Pipeline latch 2 *)

init [ewresult] := ewresultO;
next [ewresult] := result;
(* Register File x)
init [pRF] := rf0;
next [pRF] := Lambda ( a )
case
(a = ewdest) & ewvalid : ewresult;
default : pRF(a);
esac;

Figure 4: Part of a UCLID specification that describes part of the three stage pipelined machine
model example. The full UCLID description of the pipelined machine model is not shown due to
space limitations.
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srcl, src2, dest, and inc, respectively.

Even though term-level models use numerous abstractions, they are useful as properties about
models defined at the term-level can be reduced to decision problems in a restricted fragment of
first-order logic, such as the logic of Counter arithmetic with restricted Lambda expressions and
Uninterpreted functions (CLU) [20]. Efficient decision procedures such as UCLID [20] can be used
to decide CLU formulas. By specifying the refinement based correctness criterion as a statement ex-
pressible in CLU, we can use UCLID to automatically check the correctness of pipelined machines
(see Chapter 3 for more details). In fact, the UCLID decision procedure has been used extensively
in the work described in this dissertation in developing efficient methods to automate the verifica-
tion of term-level pipelined machines. Below we give a brief description of the CLU logic and the
UCLID decision procedure.

The CLU logic contains the boolean connectives, uninterpreted functions (UFs), uninterpreted
predicates (UPs), equality, counter arithmetic, ordering, and restricted lambda expressions. The
basic CLU types are booleans and integers (also known as terms). UFs and UPs are essentially
black box functions that have a name but do not have a function body. The only property satisfied
by a UF or a UP is functional consistency, i.e., if the inputs to two different applications of a
function are equal, then their outputs are equal. A UF takes integer inputs and produces an integer
output, whereas a UP takes integer inputs and produces a boolean output. Lambda expressions are
restricted in that they can only take integer inputs. Therefore, it is not possible to express any form
of recursion or iteration in the CLU logic. The only arithmetic operations on integers allowed are
counter arithmetic, i.e., integers can be incremented and decremented.

At the heart of UCLID is a decision procedure for formulas expressible in the CLU logic. The
UCLID symbolic simulation engine unrolls the specification to generate a formula in CLU, which is
then reduced to a SAT problem in CNF format. UCLID uses a number of sophisticated techniques
such as efficient encoding schemes and positive equality in this reduction from CLU to CNF. A
state-of-the-art SAT solver can then be used to check the SAT problem. If UCLID was able to prove
that the property does not hold on the system, then it will generate a counter example, which is a
satisfying assignment to all variables in the CLU formula that was generated by UCLID from the

original verification problem. The counter example is very useful as it can be interpreted in context
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to determine the reason the property failed to hold on the system.

Recently, there have been significant advances in decision procedures and initial experiments
show that they will be able to automatically handle significantly harder pipelined machine verifi-
cation problems than can be currently handled by UCLID. Examples of such decision procedures
include DPLL(T) [26] and Yices [100].

While approaches based on decision procedures are automatic and efficient, there are several
drawbacks. The term-level models lack a firm connection to the RTL, the level of abstraction at
which commercial designs are functionally verified. As can be seen from the term-level model
of 3PM, large pieces of the design such as the ALU are missing. Therefore, many errors are not
caught [61]. Also, the models are not executable, which makes it very hard to debug. In the next

section, we describe how to model and verify 3PM at the bit-level.
2.4 Bit-Level Modeling and Verification

Hardware designs of commercial systems are functionally verified at the RTL/bit-level. Approaches
based on the use of deductive reasoning can be used to verify pipelined machines defined at the bit-
level. In this section, we show how to model and verify the three stage pipelined machine example
(3PM) using the ACL?2 theorem proving system. Manolios also describes in detail the modeling and
verification of a more complex pipelined machine example using refinement and ACL2 [55].

ACL2 stands for “A Computational Logic for Applicative Common Lisp.” It is the name of a
programming language, a first-order mathematical logic based on recursive functions with induc-
tion, and a mechanical theorem prover for that logic [43, 47, 42]. We choose to work with ACL2
because it is an industrial strength theorem prover that has successfully applied to model and verify
commercial systems. Some examples of commercial applications of ACL2 include the verification
of floating point units of the AMD-KS processor [86], the AMD-K7 processor [85], and the IBM
Powerd ™ processor [91]. ACL2 has been used as part of the verification effort of an IBM secure
co-processor [94] and an intrinsic partitioning mechanism in the AAMP7 avionics microproces-
sor [29]. ACL2 has also been used to analyze bit and cycle accurate models of the Motorola CAP, a
digital signal processor [17],

The ACL?2 programming language is an applicative (side-effect free or purely functional) subset
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of Lisp. ACL2 is also a total programming language, meaning that ACL2 functions are defined for
any input irrespective of its type. For example, consider the expression (and 5 t), where t is the
boolean value true. Executing (and 5 t) will not result in an error and will return t, as the and
function treats 5 as t.

We now show how to model both ISAS and 3PM using ACL2 at the bit-level. Part of the ACL2
bit-level model of ISAS is shown in Figure 5. The entire model is not shown due to space limitations.
The step-isa function corresponds to the operational semantics of ISAS and is defined using several
other functions, some of which are shown. Bit-vectors are represented as lists of 1s and 0s. The nth
function is used to get the nth bit of a list, and is used for manipulating bit-vectors. The srcl and src2
functions both take an instruction as input and are used to compute the source addresses. The srcl
function pulls out the first four bits of the instruction and constructs the first source address using
these bits. The register file and the instruction memory are modeled an association lists (alists).
The s function is used to update an alist and the g function is used to read the data from an alist
corresponding to a given key. The nextsrf function corresponds to the transition relation of the
register file. Other functions such as the alu, which describes the ALU are defined at the bit-level,
but are not shown here. The let construct is used to bind lexically scoped local variables. seq is a
macro for constructing and updating records. A field of a record can be read using the g function.
A state of ISAS is modeled as a record with three fields, which are the program counter (’pc), the
register file (’rf), and the instruction memory (’imem).

Part of the ACL2 bit-level model pf 3PM is shown in Figure 6. The entire model is not shown
due to space limitations. The step-ma corresponds to the operational semantics of 3PM and is
defined in a style similar to ISAS. Many of the functions used to define ISAS such as the decoder
functions (srcl, src2, etc) and the function that describes the ALU are also used in the 3PM model.
A state of the 3PM includes the state components of ISAS and other components that correspond to
the two pipeline latches.

The WEB-refinement theorem that relates 3PM and ISAS is expressible in the ACL2 logic,
which may be thought of as first-order predicate calculus with equality, recursive function defini-

tions, and mathematical induction. In the logic, the primitives of applicative Common Lisp are
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(defun src1l (x)
(list (nth O x)
(nth 1 x)
(nth 2 x)
(nth 3 x)))

(defun src2 (x)
(list (nth 4 x)
(nth 5 x)
(nth 6 x)
(nth 7 x)))

(defun nextsrf (inst rf result)
(s (dest inst) result rf))

(defun step-isa (isa)
(let*
((pc (g ’pc isa))
(rf (g ’rf isa))
(imem (g ’imem isa))
(inst (select pc imem))
(argl (g (srcl inst) rf))
(arg2 (g (src2 inst) rf))
(result (alu argl arg2)))
(seq nil
’pc (pcadd pc)
’rf (nextsrf inst rf result)
’imem imem)))

Figure 5: Part of an ACL2 model of the instruction set architecture example (ISAS).

axiomatized, as are the basic data types, including natural numbers, integers, rationals, complex ra-
tionals, ordered pairs, symbols, characters, and strings. A principle of definition is also provided, by
which the user can extend the axioms by the addition of equations defining new function symbols.
Only terminating recursive definitions can be so admitted under the definitional principle.

We can now use the ACL2 theorem prover to prove that 3PM refines ISAS. Below we give a
brief overview of the ACL2 theorem prover, which is essentially an integrated system of ad hoc
proof techniques that include simplification, generalization, induction, and many others. The user

interacts with the theorem prover my modeling an artifact such as a hardware system using the
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(defun nextprf (ewvalid ewdest ewresult rf)
(cond
(ewvalid (s ewdest ewresult rf))

(t rf)))

(defun step-ma (ma)
(let*
((pc (g ’pc ma))
(rf (g ’rf ma))
(imem (g ’imem ma))
(deargl (g ’deargl ma))
(dearg2 (g ’dearg2 ma))

(ewdest (g ’ewdest ma))
(ewvalid (g ’ewvalid ma))
(ewresult (g ’ewresult ma))
(inst (g pc imem))

(argl (g (srcl inst) rf))

(arg2 (g (src2 inst) rf))

(result (alu deargl dearg2)))

(seq nil

’pc (pcadd pc)
’rf (nextprf ewvalid ewdest ewresult rf)
’imem imem
’deargl (cond (stall deargl) (t argl))

’ewresult result

’ewdest dedest

Figure 6: Part of an ACL2 model of a the three stage pipelined machine example (3PM).

ACL2 language. The user then invokes the theorem prover by posing a conjecture about the model.
The user can provide hints to the prover to guide its proof search. The theorem prover then uses
a sequence of proof mechanisms, which are used to try and prove the conjecture. One of the pri-
mary techniques used is simplification. The prover has a database of rules, which it uses to sim-
plify/transform the conjecture. If the conjecture is proved, it is added to the rule database and used
in subsequent proof attempts. Otherwise, the prover produces a failed proof, which can be studied
by the user to determine why the proof failed.

To check properties about complex models, the user has to first prove a number of rules that can
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be stored in the rule database and used by the prover to reason about various parts of the model.
Using a theorem prover such as ACL2 to prove properties about reasonably complex models is a
laborious process and can typically require an enormous amount of effort on the part of the expert
user.

In fact, Manolios has proved WEB-refinement theorems for various three stage pipelined ma-
chines using ACL2. Some of these models were described at the RTL and included interrupts.
Some models were deterministic, while others were nondeterministic. Using the records book that
had many useful rules about s and g functions, Manolios was able to prove refinement theorems
using both flushing and commitment refinement maps automatically.

We tried to use a similar approach to verify a 5 stage term-level DLX pipelines machine, but
found that the deductive reasoning approach did not scale well. The proof took fifteen and a half
days for ACL2 [56] to complete, but required only 3 seconds using UCLID. To reduce the time
required for ACL2 to complete the proof, one would have to start looking very closely at the inter-
nals of the pipeline and prove low-level invariants. In fact, there have been several efforts to verify
complex pipelined machines using theorem provers. But, experts have found this to be a laborious
process requiring an extraordinary amount of effort. For example, Sawada and Hunt [89, 90] have
used ACL2 to verify complex pipelined machines models using ACL2 and required to prove a large
number of low-level invariants about the internals of the design.

There is also recent progress in the development of decision procedures that can reason at the
bit-level, an example of which is the Bit-level Analysis Tool (BAT) [67, 66]. BAT uses a state-of-
the-art memory abstraction technique [65] and an efficient method for generating SAT problems
from high-level circuit representations [68]. BAT has been used to verify a 32-bit 5 stage pipelined
machines in approximately 2 minutes. The only drawback with such approaches is that the they do

not scale well as they are limited by the complexity thresh hold of the decision procedure used.
2.5 Conclusions

We described a simple three stage pipelined machine model and showed how to model and verify

it using two different approaches. The first approach was based on the use of decision procedures.
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While the verification using this approach was efficient and automatic, the approach was only ap-
plicable to very high-level abstract models, which did not have a firm connection with the RTL. In
contrast, using theorem provers such as ACL2, we could model and verify the three stage pipelined
machine at the bit-level. But, we showed that approaches based on theorem provers did not scale
well to more complex models.

In this dissertation, we develop a verification approach for bit-level pipelined machines that is
based on using a combination of theorem proving and decision procedures. We show that in fact,
using our approach, we can very complex processor models with only about 0.9 the amount of effort
required to abstract and verify RTL models using UCLID. Note that using UCLID, the RTL models
are manually abstracted, and there is no real connection between the abstract UCLID models and

the original RTL model.
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CHAPTER 11

AUTOMATING SAFETY AND LIVENESS

In this chapter, we introduce a method for automatically verifying that a pipelined machine refines
its instruction set architecture (ISA). The notion of refinement we use is based on Well founded
Equivalence Bisimulations (WEBs) and guarantees that the pipelined machine and its ISA have the
same safety and liveness properties. A consequence is that the pipelined machine satisfies exactly
the same CTL" \ X properties satisfied by its ISA (see Section 2.2 for a more detailed description of
WEB-refinement).

The pipelined machine models we consider are abstract term-level models. Such models abstract
away the datapath using integers, abstract away combinational circuit blocks (such as the ALU) us-
ing uninterpreted functions, and employ numerous other abstractions. The use of term-level models
allows us to focus on the pipeline while ignoring other aspects of microprocessor designs. This helps
make the verification problem tractable because there are powerful tools capable of automatically
analyzing term-level models [20].

Automation of refinement proofs for term-level pipelined machine models is achieved in the
following ways. First, we use domain knowledge about pipelined machines to strengthen the WEB
refinement theorem to a statement expressible in the logic of counter arithmetic with lambda ex-
pressions and uninterpreted functions (CLU), a decidable logic. Second, we show how to define the
refinement maps and rank functions required to state the refinement theorem. Refinement maps are
functions that map pipelined machine states to ISA states and rank functions map pipelined machine
states to natural numbers. As our machines are modeled at the term-level and our refinement-based
correctness statements are expressible in CLU, we can use UCLID to automatically check the cor-
rectness statements [20].

We provide experimental results for 17 pipelined machine models of varying complexity with
features such as precise exceptions, branch prediction, and interrupts. Our results show that our

approach is computationally efficient, as verification times for WEB-refinement proofs are only
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25% longer than the verification times for the standard Burch and Dill type proofs [22], which do
not address liveness.

The rest of this chapter is organized as follows. In Section 3.1, we show how to reduce the WEB-
refinement theorem to a statement expressible in CLU. In Section 3.2, we describe methods for
automatic verification of term-level pipelined machines. In Section 3.3, we describe several complex
pipelined machine models used to evaluate our methods. In Section 3.4, we report verification times
and statistics for 34 pipelined machine models, some based on the flushing approach and some on
the commitment approach. We compare the time taken to prove safety alone with the time taken
to prove both safety and liveness. We also compare the flushing and the commitment approaches.

Related work and Conclusions appear in Sections 3.5 and 3.6, respectively.
3.1 Core Theorem

The general statement of WEB refinement is not expressible in a decidable fragment of first-order
logic, such as CLU. Therefore, to achieve automation of refinement proofs, we use domain knowl-
edge about pipelined machines to strengthen the WEB refinement theorem to a statement express-
ible in CLU, called the core theorem. We start by defining the equivalence classes of a WEB, B,
to consist of one ISA state and all the pipelined machine states that map to the ISA state under the
refinement map, r. Now, condition 2 of the WEB definition (see Section 2.2) clearly holds. Our ISA
and pipelined machines are deterministic (actually they are nondeterministic, but we use oracle vari-
ables to make them deterministic [53]), thus, after some symbolic manipulation, we can strengthen
condition 3 of the WEB definition to the following core theorem, where rank is a function that maps

states of the pipelined machine into the natural numbers.

(WWeMA = s=r(w) A u=1ISA-step(s) A
V=DMA-step(W) A UFT(V)
